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ABSTRACT

For more efficient energy management of nodes in wireless sensor networks, research has been conducted on mobile sink
nodes that deliver data from sensor nodes to server recently. UAV (Unmanned Aerial vehicle) is used as a representative
mobile sink node. Also, most studies on UAV propose algorithms for calculating optimal paths and have produced rapid
advances in the IoD (Internet of Drones) environment. At the same time, some papers proposed mutual authentication and
secure key exchange considering nature of the IoD, which requires efficient creation of multiple nodes and session keys in
security perspective. However, most papers that proposed secure communication in mobile sink nodes did not protect
end-to-end data privacy. Therefore, in this paper, we propose integrated security model that authentication between mobile
sink nodes and sensor nodes to securely relay sensor data to base stations. Also, we show informal security analysis that
our scheme is secure from various known attacks. Finally, we compare communication overhead with other key exchange
schemes previously proposed.
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Table 1. List of notations

BS Base Station

CH j-th Cluster Head node

MS' i-th Mobile Sink node

c? Unique identifier of CH’

M Unique identifier of S’

K Individual key of node C”

M, Private key of MS’

M, Public key of MS"

Cert! Certification of MS"
CertList Certification list of mobile sink

Sink movement path and key pair of

Route cluster head node included in path

EK}¢ |Data encryption key of CH’ and BS

n-th time stamp of MS’,

7S 157 ,

' m-th time stamp of MS’
H(m) cryptographic hash function
E.(m) encryption algorithm to encrypt

k

message m with key k
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Fig. 2. Proposed protocol
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Table 2. Security analysis of various authentication schemes
schemes Al A2 A3 A4 A5 A6 AT A8
(8) O - O ¢) - o) o) -
(9) O O O o - o) ¢) x
(10] o o O o ¢) o) o) x
(11) 0 o O ¢) o o) o) x
(12) O O o) O - O O x
(13) O - o) o o o) 0] -
(14) A o x @) - x o) -
(15) o x o) o 0 -
Ours ) 0 0 o} o} ¢} 0

Al: Mutual authentication: A2: Sensor data confidentiality from node capture attack: A3: Resistance
to replay attack: A4: Resistance to forgery attack: A5: Multiple node detection: A6: Resistance to
Denial of Service: A7: Key freshness: A8: Data ignorance of relaying node
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4.3 Resistance to replay attack
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4.4 Resistance to forgery attack

FAAE 7R ZREZ WAAE o
tol 2 5= glofof gt Aokl
o CHISE MS'7} WAA my m, S 3
sto] Qlgdhe ot AR FAE k=
5 227] wie] Az 2 3 AR
FAES &t AR 4 glome Aoky =
A/zx FA ZFAsie v 9)/ME

P71 18 $07] 71ake] A= 7)s dAl
714k AC(message authentication
code) L& 4 glv} AR MAC HE4 #H=
& CH', MS'E3 BS7Hl MACE 1§ HA 7]
ol 7171 E ApA e 77 FulEofof sk AR A
°§°] ozl & weF o] CHIxES) (9]
55 7S | MAC AL 8 ax S
4 WA 715 A6l A 2ste] Hufjslo} s HAR
So] itk whe] B eI AH 7]
LS B3 F o+ N AL wESs= A
ol 7] Mg7h SEE2 vl ZgHolrh wat A
2$ CHI, MS' xTEY A& F7t e
Aokl ZEE2S F4E wE 4 4o Hdon =
7Vele 719 NeE TEolA A Frtske
EZREES AR = olrh AR MAC A4 7]
WE F7be ol MST xEECA olv wjzs
CH', MS'E3} Mgt € A2 715 At
77 st AR mEsieEte ofn] wiEE

feu
Ho,
\_l
:
E‘N
ﬁ“mé
HLNZ

mém{nnﬁ‘,]{nﬁ

£ 1o o]
)
2

& ofd
o I ok

CH', MS'E5°l Walde 1 7155 #iAd 2§
Aol wel EAlEA wedh ool Wi
CH', MS'% /] 35se] 543 7158 2E%
thA 71 AAE AA ok s AL LA} ol
g 7] Bele] &84 2 Fb k=Bl Wi 58
Al g8 Ak Z2eZe A 7S A

|
B3 oA 91/ A g s,
4.5 Multiple node detection
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4.6 Resistance to Denial of Service
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Table 3. Performance analysis of drone based WSN schemes.

. . Communication cost Computation cost
0
CH MS BS CH MS BS
(8) X 5 | am,+2n, | oMM, | 5M+ M, 5P, +P, 8P, 14P,
(9) x | 4 | aM+5M, | 4M +2M, | 5M,+5M, | 9P, +P, 5P, +P, 7P, + P,
3M, +2M, 7P, +4P,
[10] O 6 Af/’y +1ur-y +ﬂ£‘ ! ‘/L[h 2Ph +2Pbp +;);],+Fh):k 6Ph +Pbp+Psk:
(11) x | 4 | 2M 4+ | 3M 420, | TM,+3M, 6P, 9P, + P, 13P,
(12) x 3 4M, + M, 3M, + M, 3M, +M |16P, +F,+ P, 7P, + P, 8P, +P.
MM, | eM w2 | 7P, + P,
3M, +5M, 3M, + M
(14) < 10| o | Eapaap | OBRR, [2RASEAR,| 5P,
c n g
2M, +M, | 2M, +5M, AM +2M, 3P, +10P, 8P, +2P,
(15) O 10 ey oM, £2M | M, SHAEFE Lop 2P, + P,
4M, +3M,
Ours O 3 2]L1n + A[s + [u; ) - 2Ppk + 3P}r 3Ppk 2Ppk + 2Ph

© Mobility of sink node. FC: Flow count. AZ: The number of the signature value. A, : The number of

the ciphertext value. M,: The number of the plaintext (e.g. ID, Timestamp, etc.). M, : The number

of the hash value. A4: The number of the PUF value.
The cost of PKC-based encryption/decryption.

Pyt

M :
P

bp

sk’

The number of bilinear pairing values.
The cost of Symmetric key-based

encryption/decryption. P, The cost of hash operation. Z,: The cost of biometric fuzzy extractor.
P The cost of generate random nonce. Pfi The cost of operating PUF IC. B, The cost of

calculating bilinear pairing function.

4.7 Key freshness
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4.8 Data ignorance of relaying node
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Table 4. Crypto model & Secure service of
each schemes.
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